ATTACHMENT V

DEPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING
2, FACTUTY CLEARANCE REQUIRED
CONTRACT SECURITY CLASSIFICATION SPECIFICATION EECC)RET
(The requirements of the DoD Industrial Security Manual apply [ D. LEVEL OF SAFEGUARDING REQUIRED
to a&ll security aspects of this effort.) SECRET
[Z. THIS SPECIFICATION 18 FOR: (X and compiete as appicable) 3. THIS SPECIFICATION 1S (X and complets as appiicabie)
[ ] + PRIVE CORTRACT NUMEER T Tate (FYMNDD) ]
3. ORIGINAL (Complete date in all cases) 30602
] B. SUBCONTRACT NUMBER 0 b, REVISED (Supersedes ai Revision No. ate (YYMMDD)
previous specs)
P . SOLICITATION OR OTHER NUMBER Be Date (YYMMDD) 3 [ = FINAC (Compste Ttem 5 in ail cases) Date{vYMNDD) | .
DAAEO07-03-R-L503
2. 1S THIS A FOLLOW-ON 0 YES bl YES, Compiete the following: I
CONTRACT? ‘ '
cul::’lbd material received of generated " Preceding Contract No. is transferred to this follow-on contract I
5. 1S THIS A FINAL DD FORM ] YES X NO. T YES, Compiste the folowing.
2547
In response to the contractor's , retention of the classified material is authorize d for the period of
request dated
€. CONTRACTOR (Include Commercial and Government Entity (CAGE) code)
["a. NAME, ADDRESS, AND ZIF CODE B CAGEGQODE ] ¢ COGNIZANT SECURITY OFFICE (Name, Address, and Zip Gode)
7. SUBCONTRACTOR
3. NANE, ADDRESS, AND 2IF COUE b CAGECODE [ < COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
. AC C
3. LOCATION B, CAGE CODE <. COGNIZANT SECURITY OFEFICE (Name, Address, and Zip Code)
U.S. Army Tank-automotive & Armaments Director of Industrial Security
Command, Warren, Ml 48397-5000 DIS -Midwestern Region
610 South Canal Street
Chicago, IL 60607
9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Base Support Services and Operations
T VES TR0 |71, IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: | =] = [
D g a '::XIEL SSCOERSE 10 CMSS!F!EDANFORMATKN ONLY AT ANOTHER CONTRACTOR'S E D
O P =Y U [
D E ¢ RECEVE AND GENERATE CLASSIFIED MATERWAL D E
D 8 3. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE D E
i . X U
m'“' THAVE ACCESSTOU S, CLASSIFIED MFORVATION OUTSIDE THE UsS. O R
D @ ) Bgoa&eng:ggssenvn:i%f sﬁfgsT&WL INFORMATION D E
LI |
ORT O X
U X =
0 [ TVicE U X
& {L | omver spamn See Block #13 Uy
U iU mn
PREVIOUS EDITION IS OBSOLETE 805/340
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ATTACHMENT V

m Any ifted or fagsified) pertaining to this contract shall not be released for public dissemination except as provided by the industrial
Security Manuat or uniess it has been approved for public release by approprlate U.S. Government authority. Proposed public rel shalt be submitted for app i prior 1 rek
Oirect Through (Specify).

1. Contracting Officer to PAO.
2. Public release of SAP information is not authorized. Questions regarding SAP information must first be

directed to AMSTA-CS-SC SAP Oversite Officer, x45744.

1o the Directorate for Freedom of {rformation and Secumy Review, Of(sce of the Assistant Secretary of Defense (Public Affairs)* for review.
for

“in the case of non-DoD User Age: , reg shall itted to that agency.

m The security classification gudance needed for this classified effort is identified below. if any dmicuny is encountered in applying this guidence or if any other
contributing factor indicates a need for changes in this guidance, the contractor is at ized and er d to provlde ; to challenge the guidance of the classification
asllgmd % any information or material fumished or gonorawd under this contract; and to submit any q tor i L to the ofﬂchl identified below. Pending final

n, the d shall be h d and p at the highest level of i (Fill m 03 nppmprbb for the clsssilied effort. Attach, or
forwnrd undor parat J ary d Ay Lrich referenced herein. Add addiaonal pages as needed 10 pr )

1. Contractor personnel performing on this service contract will be located at Detroit Arsenal TACOM, Warren, Ml and
Selfridge Air National Guard Base, Mi, USAG-S and will be considered as visitors IAW DOD 5520.22M (Industrial Security
Manual.) 2. The Performance Work Statement (PWS) and the Requirement for Bid are unclassified; however, in the
performance of the contract, a secret facility clearance is required. In addition, selected personnel must be cleared at the
secret level if that access to classified material is necessary in contract performance. 3. Specific instructions in the form of
Standard Operating Procedures and regulations pertaining to handling of classified material will be provided upon

contract award and prior to start of performance. Additional security classification guidance may be obtain ed from the
User Agency. 4. The contractor shall ensure that all personnel are properly cleared prior to being assigned duties that
require security clearances. 5.Subcontractors {if any) must be cleared at the same level as the prime contractor. Prime
must process subcontractors for clearance.

14, ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to ISM requirements, are estabiished for this contract (/f Yes, idently the ] (Y] I ves l ] I No
pertinent tual in the ok t #sel, or provide an appropriate statement which identifies the additional requirements. Provide
a copy of the requir to the cog t security office. Use item 13 if additionaf space is needed.)

See Block #13 Continuation Attachments.

15, INSPEGTIONS. Elements of this contact are outside the inspection responsibillty of the cognizant security office. (¥ Yes, explain and identily specific l u I ves | X I No
areas or elements carved out and the activily responsible for inspections. Use ltem 13 ff additional space is needed.)

N/A

mm Security requirements stated hereln are complete and adequate for safeguarding the classified

information to be relsased or generated under this classified effort. All questions shall be referred to the officlal named below.

(5 TVPED NAME OF CERTIFVING OFFIGIAL B TE 5 a
William R. Schultz Installation Manager 586/574-51 15
[~d. ADURESS TTrchide Zp Tode) 17. REQUIRED DISTRIBUTION
USATACOM X a. CONTRACTOR
AMSTA-CM-X [ b. SUBCONTRACTOR
Warren, Ml 48397-5000 X ¢. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

[ d. us ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINIS TRATION
[ e. ADMINISTRATIVE CONTRACTION OFFICER

‘._—Zéjl?ﬂ! % f. OTHERS AS NECESSARY AMSTA-AQ-ABRB

1999 M
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ATTACHMENT V

ATTACHMENT A

DD Form 254, Block 13 (Continued)

6. Clearance requirements and additional instructions for each Performance Work Statement
(PWS) are specified for the Detroit Arsenal, TACOM, Warren, MI Location:

PWS 1 (General ) — Unclassified.

- n - i - Secret clearances are required for
those personnel assigned functions in the Heating, Ventilation and Air Conditioning (HVAC)
section of Building 230, the Alarm Systems Repairman, and the Locksmith.

7. Clearance requirements and additional instructions for each Performance Work Statement
(PWS) are specified as follows for the U.S. Army-Garrison, Selfridge Air National Guard Base,
MI location:

Facilities Engineering - Warren & USAG-Selfridge) — Secret Clearance required for
the Locksmith and Facility Engineer.

PWS 3 (Family Housing Management) — Secret clearance required for the Housing Manager.

PWS 4 (Transportation) — Unclassified.
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ATTACHMENT V

ATTACHMENT B
(Paragraphs #1, #2 & #3 are RESERVED))

4. Reference item 11c: All classified material generated under the terms of this contract will be
marked, handled, stored, and transmitted in accordance with Chapter 5, DoD 5220.22-M. Any
extracts or use of such data will require the contractor to apply derivative classifications and
markings consistent with the source from which the extracts were made.

5. Reference Item 11g: Information extracted from classified reference material shall be
classified according to the markings of such material.

NOTE: This item will be checked *“NO” on all subcontracts with foreign or foreign-owned or
controlled firms. SAP information is not releasable to DTJC or other secondary distribution
center.

6. Reference Item 11h: The requirements of DoD 5220.22-S-i, COMSEC supplement to the
DoD Industrial Security manual for safeguarding Classified Information (ISM), apply to this
contract. Point-to-Point secure communications (STU III) will be required.

GENERAL

1. All classified material generated in the performance of this contract shall be marked in
accordance with DoD 5220.22.M, Marking Supplement to the ISM.

2. The Contractor shall comply with Chapter 8, DoD 5220.22-M, (ISM) requirements and
procedures for classified processing on Automated Information Systems (AIS).

3. All technical documents that are determined to contain export controlled technical data shall
be marked as follows:

“WARNING — This document contains technical data whose export is restricted by the Arms
Export Control Act (Title 22, U.S.C. Sec. 2751 et set.) or Executive Order 12470. Violaters of
these export laws are subject to severe criminal penalties.”

4. A dedicated secure work storage area will be provided by the Government.

5. Contractor personnel accessed to SAP information required in the performance of this contract
are subject to random selection for Counterintelligence (CI) — Scope polygraph examinations in
accordance with DoD Directive 5210.48. Failure to submit to polygraph examination may, at the
discretion of the Government Program manager, result in the termination of access to the SAP.

6. Contractor personnel accessed to SAP information required in the performance of this contract

are subject to random selection for urinalysis testing. Failure of selected individuals to submit to
urinalysis testing may, at the discretion of the Government Program manager, result in the
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ATTACHMENT V

termination of access to the SAP.

7. Contractor personnel nominated for access to SAP information shall be U.S. citizens and shall
possess, as & minimum, a final SECRET DoD security clearance based on an investigation which
is not more than 5 years old. Incases where the investigation is over 5 years old, investigative
forms shall be completed, favorably reviewed, and submitted to DIS prior to nominating an
individual for access to the SAP.

8. Knowledge that a SAP is associated with this contract, or the Project Office is not releasable to
foreign entities. Governments, nationals, or representatives of a foreign interest. Remarks
contained in this DD Form 254 pertaining to SAPs shall not be flowed down to foreign
subcontractors.

9. Forward DD Forms 254 and attachments thereto for all subcontractors, involving access to
SAP information under this effort through the cognizant Special Programs Office for review and
concurrence. Subcontracting of SAP information is not authorized under this effort.

10. A Facility Tempest Assessment/Risk Assessment (FTA/RA) will be conducted IAW
AR 380-19-1 and will be submitted to Chief, Special Program Office for approval. No funds
will be expended on TEMPEST Countermeasures without the approval of the PM Office.
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ATTACHMENT V

ATTACHMENT C

GENERAL AND FOREIGN INTELLIGENCE MATERIAL

Reference Item 1 Oe (2)

Your company may be furnished classified intelligence material under this contract.

A. Intelligence material released to your company does not become the property of your
company and may be withdrawn at any time.

B. All intelligence material released to your company remains the property of the U.S.
Government and will be returned upon contract completion unless written authorization to retain
such material is received. Requests to retain intelligence material after contract expiration will be
directed in writing through the applicable foreign intelligence office DD Form 254 and shall
clearly indicate the justification for retention and the period of time retention is necessary.
Requests for retention shall identify the specific documents to be retained. Your company will
maintain a record of the intelligence material (including CONFIDENTIAL material) released to
your custody.

C. Your company will not reproduce intelligence material released to your custody without the
express written permission of TACOM. When written permission is received to reproduce
intelligence material, you will control and account for such reproductions in the same manner as
the originals.

D. Before employees are granted access to any intelligence material, they will be briefed on their
obligation to safeguard the information. Employees will then be debriefed when access to the
material is terminated. Briefing/debriefing certificates will be executed and maintained as a
matter of record.

E. Your company will maintain records to identify completely by name and title, all employees
and authorized visitors who have had access to intelligence material.

F. Your company will not release intelligence material to any activity, employee, or other person
not directly engaged in providing services under the contract unless specific written authorization
for such release is received from the PM. This prohibition precludes release without
authorization to another contractor (including a subcontractor), Government agency, private
individual, or organization.

G. Intelligence material will not be released to foreign nationals except with the specific written
authorization of the originator of the intelligence material. This applies whether or not they are
consultants, U.S. contractors, or employees of contractors, and applies regardless of the level or
their access authorization.
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ATTACHMENT V

H. Intelligence material released to your company will not be destroyed unless written
authorization for such destruction is received from the PM. In the event such authorization is
received, your company will effect such destruction with Chapter 5, Section 7, DoD 5220-22-M,
ISM.
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